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Abstract

The purpose of this study is to construct a risk management model of electronic records in
accordance with archival appraisal elements and the theoretical framework of risk management. The
Delphi method was taken to generalize the expert consensus of electronic record risks, which can provide
the basis for archival agencies to self-check their risk factors. In addition, considering the feasibility of
promoting into practical, this study implemented an empirical case study to recommend a risk classification
structure. The complete mode of electronic records risk management, according on the base of case study,
was including of risk identification, risk assessment and implement strategy were addressed.

The result proposed 63 risk indicators for agencies to carry out electronic records risk assessment.
The study applied the risk assessment checklist to conduct risk identification and assessment surveys
of individual cases, most of which fell in low risk areas. According to the risk management theory,
the risk management strategy of electronic records was proposed. For risk indicators with risk values
between 3 and 4, it was recommended to adopt a prevention strategy, risk indicators with a risk value
of 4 or higher, and adopted a prevention and mitigation strategy to deal with them. Finally, the risk
management framework of electronic records was proposed. The contribution of this study was to
accomplish a risk checklist and set up the practice assessment model for the archival agencies as a
reference to put risk management into practice.
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Extended Abstract

1. Introduction

The majority of the official documents of
government institutions in Taiwan have been
migrated from hard copies to electronic form,
which poses a particularly serious risk for
electronic record preservation. In response to
this problem, the present study established an
electronic record risk-management operating
model that addresses this situation in Taiwan based
on the risk-management theory. Risk factors for
preserving electronic records were derived from
a literature review and analysis. Subsequently,
the Delphi method was adopted to create self-
assessment indicators for electronic record risks.
The applicability of the proposed risk assessment
scale for electronic records was verified by using
a case study. Based on the results, a strategy was
proposed to enhance the electronic record risk
management for the case study institution. By
practically applying risk-management theory
and analyzing the preservation of electronic
records in an institution, this study established a
comprehensive operating model integrating risk
identification, risk assessment, and risk response

strategies for electronic records.

2. Research Methods

To create consensus-based risk assessment

indicators, this study applied the Delphi method

to obtain a consensus from the opinions of eight
archivists, information scientists, and institutional
staff toward risk factors. After a three-iteration
questionnaire survey and the removal of indicators
with low relevance, this study obtained 63 risk
assessment indicators for electronic records. A
Taiwanese government institution, whose staff
are highly experienced in electronic record
management, was selected to test the feasibility of
the risk assessment indicators. An eight-member
task force comprising institutional archivists and
information staff was formed to conduct risk
identification and assessment for the institution.
Quantitative assessment results served as
references for the researchers and the task force to

establish risk response strategies.

3. Results

3.1 Identification of risk factor by using the
Delphi survey method

A total of 77 risk assessment indicators
were derived from relevant literature and
categorized into nine risk dimensions, namely
staff and employee rearrangement, transfer of
electronic records, unauthorized access, strategic
management, relevance-based electronic record
positioning, information system, disposal of
electronic records, corruption of electronic

records, and email and social media. Subsequently,

Note. To cite this article in APA format: Lin, C.-M. (2020). Establishing the risk assessment indicators
of electronic records and empirical analysis of an institution. Journal of Library and Information
Studies, 18(1), 69-96. doi: 10.6182/j1is.202006_18(1).069 [Text in Chinese].

To cite this article in Chicago format: Chiao-Min Lin. “Establishing the risk assessment indicators
of electronic records and empirical analysis of an institution.” Journal of Library and Information
Studies 18,n0. 1 (2020): 69-96. doi: 10.6182/j1is.202006_18(1).069 [Text in Chinese].
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a Delphi survey was conducted to query the
opinions of scholars and experts in order to reach
a consensus. Respondents were provided with
the mean, mode, standard deviation, and quartile
deviation from the previous round as references
when completing the current round of the
questionnaire. Risk indicators with low relevance
(mean or mode < 3.0) were excluded from the study,
and items with low consensus (quartile deviation >
1.0 or standard deviation > 1.0) were removed from
the questionnaire during the final round.

In the first and third rounds of the Delphi
method, 2 and 12 items were deleted from the
questionnaire, respectively. Eventually, 63 risk
indicators were retained, and a consensus was
reached for 58 of these items. At the end of this
process, the degree of convergence was 92%,
which indicated that a consensus had emerged and
no additional repetitions of the procedure were
required for further exploration.

Most of the items that were deleted due
to their low relevance belonged to three risk
dimensions, namely transfer of electronic records,
unauthorized access, and information system.
Specifically, questionnaire items related to the
maintenance of information systems and their
usage were removed because, according to the
opinions of experts, such problems can be simply
resolved through information security inspections.
Consequently, such items received a low-degree of
consensus for risk identification and were deemed
less relevant.

The email and social media dimensions, which
encompassed the norms of managing emails and
social media, received the approval of the experts.
A high degree of relevance and a moderate degree

of consensus were obtained for these dimensions,
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implying that the risk problems related to emails

and social media were of high concern.

3.2 Risk assessment of electronic records for the

case study institution

The risk assessment, determined by risk
probability and impact, was performed by
institution staff according to the condition of
the institution. Based on severity, risk indicators
were divided into five levels—from 5 (high) to 1
(low)—to quantitatively analyze the risk (R) of
each indicator in the institution.

The equation of risk values is expressed as follows:

Risk value (R) = Risk probability x Risk impact

The quantified results were rated. Risk values
of 1-7, 815, and 16-25 indicated low, medium,
and high risks, respectively. After implementation
and calculation, most of the risk indicators in
the case study institution were rated as low.
Because the institution has an information security
scheme and inspection procedure, only two of
the risk dimensions, namely staff and employee
rearrangement and disposal of electronic records,
risk probability were higher than two. Other
dimensions and indicators were of low risk in the

case study institution.

3.3 Analysis of risk response strategies for the
preservation of electronic records in the case

study institution

According to the analysis results of the
aforementioned risk values, this study adopted
preventive strategies for risk indicators with a risk
value of 3—4, whereas indicators with a risk value
of 4 or higher were addressed using prevention
and mitigation strategies. After consultation and

discussion with institution staff, 34 strategies were
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proposed in response to the potential risks of the
case study institution.

4. Discussion and Conclusion

A total of 77 risk assessment indicators were
extracted from previous studies and categorized
into nine dimensions, namely staff and employee
rearrangement, transfer of electronic records,
unauthorized access, strategic management,
relevance-based electronic record positioning,
information system, disposal of electronic
records, corruption of electronic records, and
email and social media. The Delphi survey
method enabled scholars and experts to reach a
consensus by excluding low-relevance indicators
(mode < 3). Consequently, 63 verified risk
assessment indicators were yielded for the case
study institution to perform a risk assessment of
electronic records.

The results of risk identification and
assessment revealed that risk indicators pertaining
to the disposal of electronic records and
information system received a relatively high-risk
value. This implied that the case study institution
lacked plans for the disposal of electronic
records and failed to dispose of electronic
records. The high-risk problems regarding the
information system were attributable to the fact
that archivists did not participate in system design
and development. Moreover, the institution
was still dependent on outdated systems and
faced attacks by hackers and malware. The lack
of education and training for institution staff,
high turnover rate, and lack of management of
resigned staff also posed potentially high risks to
the preservation of electronic records in the case

study institution.
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Based on a quantitative risk assessment model,
this study established a risk-level determination
scale, which divided risks into five levels
according to the risk probability and impact. A
risk analysis diagram of electronic records in
the case study institution was illustrated using a
consequence—probability matrix to identify high-
risk items and propose corresponding response
strategies. The results revealed a low probability
of electronic record risks occurring in the case
study institution because this institution conducts
regular information security inspections, which
effectively prevent and control information
security risks.

Risk assessment should be routinely performed
in the case study institution. This institution may
refine the language of its risk assessment indicators
in accordance with the experience, institutional
size, and qualifications of its personnel. Detailed
descriptions of the indicators facilitate the practice

of risk assessment in the institution.
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